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Malware Static Analysis Dynamic Analysis Memory Analysis
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DICH NGU'QC

Doi hoingudi phan tich xem xét ky
ma3 cua virus, hiéu dugc ludng thuc
thi va cac hanh vi ctia né thong
quama da dich nguoc

Bl © Be ¥

CHAYTHU'C TE

Phan tich cAch hoat dongcua virus
khi né duoc thuc thi, né da két noi
dén dau, 13y lan nhu thé nao, cai
dat nhirng gi vao hé théng, thay
déi thanh phan nao, hoat déngra
sao
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Analysis Machine
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gw: 19216813
dns: 4222
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VIRUS e

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

HTTP:/VIRUSTOTAL.COM

D) File @ URL Q Search

Q Phan tich tu dong

Choose File

0 Cé su tham gia ctia rat nhiéu hang diét virus uy tin Maximum file size: 128MB

Q Lé'y duoc cac théng tin co ban By clicking 'Scan it!', you consent to our Terms of Service and allow VirusTotal to
this file with the security community. See our Privacy Policy for details
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LA GI?
Sandbox lamot ky thuat rat quan trong trong

bado mat gitip han ché viéc truy cap vao tai
nguyén hé théng cta cac (ng dung ngoai.

Mot méi trudng dung dé chay phan mém va moi trudng do duoc
nam trong su kiém soat chat ché.

Co lap cac irng dung, ngan chan cadc phan mém déc hai d€ ching
khong thé 1am hong hé théng may tinh, hay cai cam cac ma doc
nham 3n c3p théng tin ca nhan

Sandbox gitip han ché chirc nang ctia mot doan ma3, cap quyén cho
mot doan ma nao dé chi duoc thuc hién mot sé chirc ndng nhat
dinh, tlr d6 n6 khéng thé thuc hién nhirng can thiép khac c6 thé lam
nguy hai cho may tinh nguoi dung
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LA GI?

Sandbox lamot ky thuat rat quan trong trong
bao mat gilip han ché viéc truy cap vao tai
nguyén hé théng cta cac ng dung ngoai.

é@;

Programs j

wany. sandboxie.com

%

Sandboxie

Hard disk [with sandbox)




SANDBOX

DUNG O DAU?

Ung dung nao str dung Sandbox?

Cac trinh duyét: Cé |ap trang web ma nd tai. Khi website c6 ging
truy cap vao dir liéu trén may, yéu cau truy cap nay sé duoc thong
bao t&i ngudi sir dung.

Plugins trinh duyét: Flash hoac Silverlight

Trinh doc PDF, Mircosoft Office: Sir dung Sandbox dé ngan cac truy
cap khéng hop 1€, cdc macro khéng an toan lam hai dén may tinh

Cac hé diéu hanh di dong: Ngan cac irng dung truy cap tai nguyén hé
thong trir khi ngudi dung cho phép

Hé diéu hanh: Chirc nang User Account Control

May do: C6 1ap hé théng do v&i may that, dam bao khéng cho cac
truy cap la tir may do ra may that




BOX

DUNG O DAU?

Ung dung nao st dung Sandbox?

@ Webcam Toy x

.

=] B ||

&« C  [1 webcamtoy.com

B4 http://webcamtoy.com/ wants to use your camera,

| Allow

| Deny

=i =

Learn more

App permissions

Storage

Bookmarks and History

System tools

Your location




CUCKOO
SANDBOX

HTTPS:/CUCKOOSANDBOX.ORG/




CUCKOO
SANDBOX

LA Gl & LAM GI?

Lich str, nguén goc, cach thirc hoat déng, cau tric
hé théng, kha ndng hoat déng, giao dién

Cuckoo Sandbox |la du an duoc khéi dong sau su kién Google
Summer of Code nam 2010

Hé théng phan tich malware dong tu dong, giam sat nhirng file nghi
ngo trong mot moi trudng tach biét

Tu dong thuc thiva gidm sat hanh vi cia bat ky malware nao qua
mot may do Windows

D{r liéu ma Cuckoo theo doéi dugc gobm dau vét APl Windows, cac
[énh copy, tao va xoa file, lam tran bd nh& (memory dump) va phan
tich cau hinh hé théng...




Cuckoo host

Responsible for guest and
analysis management.
Start analysis, dumps traffic

SANDBOX

Analysis Guests

A clean environment when run a
sample.

The sample behavior is reported back to
the Cuckoo host.

Analysis VM n.1

LA Gl & LAM GI?

Lich str, nguén goc, cach thirc hoat déng, cau tric
hé théng, kha nang hoat déng, giao dién

Internet / Sinkhole

Analysis VM n.2

Virtual network
An isolated network where
run analysis virtual

machines. Analysis VM n.3
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SANDBOX
LAGl & LAM GI? e ey

Lich str, nguon goc, cach thirc hoat déng, cau tric et SCFLE
hé thong, kha nidng hoat dong, giao dién vos CdubedTsbEIngeTI4ckLeoCo0EL 14
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