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Typographic Conventions

Type Style

Description

Icons

Icon

Description

Example Text

Words or characters quoted
from the screen. These
include field names, screen
titles, pushbuttons labels,
menu hames, menu paths,
and menu options.

Cross-references to other
documentation

Caution

Note or Important

Example

SREDE

Recommendation or Tip

Example text

Emphasized words or
phrases in body text, graphic
titles, and table titles

Example text

File and directory names and
their paths, messages,
names of variables and
parameters, source text, and
names of installation,
upgrade and database tools.

Example text

User entry texts. These are
words or characters that you
enter in the system exactly as
they appear in the
documentation.

<Example
text>

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

EXAMPLE TEXT

Keys on the keyboard, for
example, F2 or ENTER.
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How To Configure SSL for SAP NetWeaver Mobile 7.1

1. Scenario

You use SAP NetWeaver Mobile 7.1 or above. Data exchange between the Data Orchestration
Engine (DOE) and clients need to be in a secured way.

2. Background Information

SAP NetWeaver Mobile 7.1 uses HTTP protocol as default data communications between the DOE
and clients. Use of HTTP protocol may not meet your security requirement since the business data
may be intercepted by unauthorized parties.

You can configure to use The SSL based HTTPS protocol, in which the data exchange is encrypted
and requiring a certificate.

In this document, HTTPS connection configurations are explained.

3. Prerequisites

Software

e You have downloaded SAP Cryptographic Software from the SAP software distribution center,
and you have unpacked the software.

http://service.sap.com/swdc — Download — SAP Cryptographic software

e JDK 1.5 or above has been installed on your computer.
e SAP NetWeaver Mobile client has been installed on your computer for laptop.
Relevant SAP Notes

e Your country and company meets the export /import regulation of SAP Cryptographic Library.
For more details, please refer to Note 397175 - SAP Cryptographic Software - Export control

e Note 510007 - Setting up SSL on Web Application Server ABAP

e Note 1312866 — Configuration Parameters for NetWeaver Mobile 7.1
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How To Configure SSL for SAP NetWeaver Mobile 7.1

4. Step-by-Step Procedure

We first start with installation of the cryptographic library and setting server’s parameters. Then import
a server certificate to the saver. Finally, obtain and import the certificate into the client.

4.1 Install SAP Cryptographic Library

1. Check the server’s profile parameter DIR_EXECUTABLE.
a. Call the transaction, RZ11

b. Enter DIR_EXECUTABLE in Pram. Name and press Display

= EEE
Edit Goto System Help

& B dEH AR DHE ana E
Maintain Profile Parameters
1]

Profile parameter maintenance

Param. Name

I DIR EXECUTAELE| [=

c. Make a note of the Current wvalue.

= EIOE
Goto Edit System Help

& | 2 A H eaQ  CHE BDho e
Display Profile Parameter Attributes

{Param =

[o1%_ExecuTABLE |

Short description(Engl) missing |
Appl. area General system ﬁ')
ParameterTyp Directory must exist ﬁ')
Changes allowed Change permitted ﬁ')
Valid for oper. systen 211 operating systems ﬁ')

DynamicallySwitchable o

Same on all servers o

Dflt walue D:\usrisap\MI1\S¥S\exe\run

ProfileVal D:\usr\3ap\MI1\DVEBMGS00\exe

ﬁ:‘urrent value D:\usr\3ap\MI1\DVEBMGS00\exe I
LS
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How To Configure SSL for SAP NetWeaver Mobile 7.1

d. Similarly, repeat the steps above for the parameter, DIR_INSTANCE

e. Copy the library file and the configuration tool to the directory specified in
DIR_EXECUTABLE.

a Note
Operating system Library file name Configuration tool
UNIX libsapcrypto.<ext> sapgenpse
Windows sapcrypto.dll sapgenpse.exe

ﬂ Important

For UNIX, make sure to set the file permissions to be executable. For Windows, make
sure that <sid>adm has the execution rights.

f. Copy the ticket file to the directory, $(DIR_INSTANCE)\sec.

ﬂ Note

If there is no directory named sec under $(DIR_INSTANCE), create it

g. Create an environment variable SECUDIR that refers to the ticket's file path from the
previous step. This environment variable needs to be accessible to the user account that
is used to execute the Dispatcher process for the SAP system.

4.2 Configure Profile Parameters

1. Call the transaction, RZ10.

2. Select the instance profile and check Extended maintenance, then press Change button.

=4

I Profile Edit Gote Utilities System Help
le a0 eaa o
Edit Profiles

|D Create ||E?:i Check || Copwv || Inport |

Profile |k{I1_3*«?:51:550n_mrmsom:@

Version 13 ‘\I@Restrict Value Range (1) 2 Entries found
Edit Profile LY v

ORdministration data B EIE E R EE

() Basic maintenance TreT neo |P1’\of_t:fpe I
(@Extﬁnﬂed maintenance] DEFAULT Defeult profile

fi11_DVEBMES00_PSTY0601VMOS Instance profile)

|6’Q{° Display I|é7 Change |

2 Entries found | 7

3 Press|D Parameter

4. Enter each of the following parameter name and value and press Copy button twice. Then
press e button
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How To Configure SSL for SAP NetWeaver Mobile 7.1

=
Parameter Edit Goto System Help

e

JES@ea SEE Do HE @

Maintain Profile 'MIl_DVEBMGSOU_PSTYOGOlWO8f Version '000013"

| copv [|%||EL vine ||& Line |[a camam+ || pamay- |

Paremeter name:

Status Seq. no.

|ss:',"na:ue

Rctive 38

Paremeter val.:

|sapsEcuLIB

Comment:

#

Parameter name

Unsubstituted standard wvalue:

Substituted standard value:

Parameter Value
(Windows)

Parameter Value
(UNIX)

Ssl/ssl_lib

$(DIR_EXECUTABLE)\
sapcrypto.dll

$(DIR_EXECUTABLE)/
libsapcrypto.<ext>

Sec/libsapsecu

$(DIR_EXECUTABLE)\
sapcrypto.dll

$(DIR_EXECUTABLE)/
libsapcrypto.<ext>

Ssf/ssfapi_lib

$(DIR_EXECUTABLE)\
sapcrypto.dll

$(DIR_EXECUTABLE)/
libsapcrypto.<ext>

Ssf/name

SAPSECULIB

Icm/ssl_config_<xx>

CRED-=<credential> [, CASHESIZE=<cashe size>,
LIFETIME=<max lifetime>,VCLIENT=<SSL client
verification>, CIPHERS=<Cipher Suites>]

Icm/server_port_<xx>

PROT=HTTPS, PORT=<port number>
[ TIMEOUT=<timeout in seconds>,
PROCTIMEOUT=<proctimeout in seconds>,
EXTBIND=1, HOST=<host nhame>.
VCLIENT=<SSL Client Verification>,
SSLCONFIG=ssl_config_<xx>]

Icm/HTTPS/verify_client

0: Do not use certificate

1: Allow certificates (default)

2: Require certificate
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How To Configure SSL for SAP NetWeaver Mobile 7.1

5. Press Yes to save changes.

llI:«-r:aimzain Profile "MI1 DVEBMGSO

changesa?

Yes | Ho I | Cancel

6. Press Save button.

=4

I Profile Edit Gotoc Utilities System Help

lg dB)eee DM Boo0 | BE
Edit Profiles

|D Create ||,;"TJ Check || Copy || Import |

Profile  |MI1 DVEBMGS00_PSTY0601VMO{S) (|Instance profile K

Version 13 { |I-I|:rt. saved | |

Edit Profile

() Administration data
() Basic maintenance

(® Extended maintenance

|IS3;(“ Display I|ﬁ7 Change

F@ The changed profile was transferred

r 4

L

ﬂ Note
You can ignore the warning of unknown parameter.

7. Press Yes to activate the profile

I@Ac‘.tivate profile

Do you want to activete the profile?
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8. The information pop up followed by caution pop up will be displayed.

IE?'In:'::r:uatin:n

000015) saved and activated

| [ Ceution ! Caution !  Caution !

The effect of activating a profile is simply that the profile is stored
at operating system level (see administration data). For the profile to
take effect for a particular application server, you have to restart

the applicetion server.

9. Restart the application server to take effect of the profile change.

4.3 Generate the Server Certificate

1. Call the transaction code, STRUST.

2. Select SSL server Standard right click to display the context menu. Then select Create, or
Replace if the PSE already exists.
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=

PSE Edit Goto Certificate Enviromment System Help

> 10 C0e CHR Thon DE oD

EHEEZ!’

Trust Manager

> [ System BSE
¥ SNC SRPCryptolib

{

¥ WS Security Standard
¥ W5 Security Other System Encry
¥ WS Security WS Security Heys

P File

S5L server Standard

Own Certificate

Owner Cl=pstyof01vm0E. tyo.sap.corp, OU=SAE Web A5, 0=5A

Eq [E2

Certificate List

[Owner

0 |

=

veri. PSE | Password

Certificate

Owner

Issuer

Serial Number

Valid From I |t | | |
Check Sum
[FZ[E |38 2dd to certificate List |

3. Edit the certificate attributes.

IIIZ' Create PSE
Name |* .tyo.3ap.corp |
org. (Opt) |ISAF-INTERN
Comp. /0rg. |SAP Web A3 |
Country |
ch |0=SAF Trust Community, C=DE |3
Llgorithm RSL EZl
Key Length |1n:|24 ]

ﬂ Important

The name must match the client’s synchronization host name. You can leave the default

value (*.<domain>) here, and the trust manager automatically switch to the right name.

£l Note

Your CA may require additional attributes, for example, State or Province(S) and Locality

or City(L). Contact your Certification Authority for the requirements. If this is the case,
enter those attributes in the CA field.

4. Press <Enter>
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How To Configure SSL for SAP NetWeaver Mobile 7.1 EEV

[E55L Server A

EDN of Standard PSEE CH=*.tvo.3ap.corp, OU=ISAP-INTEEN, OU=SAF Webk AS, O=S5SAPF Trust Ccmn{

Host Ins |5ta |Distinguished Name

patyob0lvm0s |0 ﬂ CH=patyce0lvmis.tvo.sap.corp, OU=I3AP-INTERN, OU=3AF Web LS, O=

[0 ] E e [ B

LDl ]
Instances with empty Distinguished Names will be assigned the standard PSE

You have created the server certificate.

=y (= M|
PSE Edit Goto Certificate Enwviromment System Help

@ | 1 AE eGe CHE Doos DR O

Trust Manager

I [ System PSE Syaten PAE
SNC_SRFCryptolib
Ij 55L serwver Standard| || =
SSC client 550 Clienc (|| | {wnezi |cw=p1
X SSL client SsL Client (||| [E3|E3 {5el£-Signed)
¥ WS Security Standard
¥ WS Security Other Syste

¥ W3 Security W3 Security
@File Owner | |

Cwn Certificate

Certificate List

[

| Veri. BESE ||[9 Bassword

Certificate

Cwner

Issuer

Serial Number | |

Valid From | | |eo | | |
Check Sum | |
[Z[ER |Z¥ 2dd to certificate List |

R ]

5. Expand the SSL server Standard node and double click on the server certificate you just created.
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How To Configure SSL for SAP NetWeaver Mobile 7.1

= EEE
PSE Edit Gotoc Certificate Environment Systemn Help

(/3 a3l d B CEQ I ESHE SDhos  BE@m

Trust Manager

[ [ System PSE
¥ sHC SAPCryptolib
= i 551 server Standard

5351 server Standard

Own Certificate

Owner |cli=pstyo601vm0s. tyo. sap. corp, OU=ISAP-INTERN, OU=}

pstyc6llvm0s ):

¥ SSL client 55L Client (Anonymc Igg
3 SSL client S5L Client (Standar
¥ WS Security Standard

3 WS Security Other System Encry
3 WS Security WS Security Keys

) File ||

(Self-Signed)

Certificate List

(Owner

|
(D) |

&
l@ Veri. BSE I|@ Password

Certificate

Owner

Issuer

Serial Number

Valid From | |lte | | |
Check Sum |
[ZE[E |7 2dd to Certificate List |

6. Double click on the certificate and press .

= Eg
BSE Edit Gotoc Certificate Environment System Help

& 3B ¢aQ  EHEIETLD BE @ |

Trust Manager

I [ System BSE
¥ swc sapcryptolib
= 4 55L server Standard

55L server Standard /J/

¥ sSSL client S5L Client (Anonymc
¥ sSSL client S5L Client (Standar
¥ WS Security Standard

¥ WS Security Other System Encry
¥ WS Security WS Security Keys

P File

Own Certificate

Owner |(2-I=psr.y0601m08.tyn.sap.cnrp, QU=ISAP-INTEEN, OU=

{Self-Signed)

Certificate List

Owner

[ 1
D) |

=

@ Veri. PSE ||@ Pagsword I

Certificate

Owner

Issuer

Serial Number

Valid From | |[ea | | |
Check Sum |
[=[E |7 add to Certificate List |
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7. Save it to afile by pressing

I_l:D’Certificate Request

8 e 0 1 R R [

JEEWVUb2t SbzEcMBoGRA1 UEChMTUOFQIFRydXNOIENVEW] 1bml 0eTETMBEG

1UECKMKU0FQIFd1YiBEUzEUMBIGAIUECKMLSVNBUCLJT1RFUk4xI jAgBgNVEAMT

GXBzdH1vN]jAxdmiwOCS0eWsuc2 FwlnlvenAwgZ 8wDQY JKoZ ThveNAQEBBQADgYOA
9TdpMrY8zEIGKS 7T 9Hzsacul.Ltg+JuTD

|—|I.i 1, Co 1 - Li 13, Co 34 In 1 - In 13 of 13 lines

8. Send this request to your Certification Authority.

9. Once you receive the response, press

= =18
PSE Edit Goto Certificate Enviromment System Help

& =002 paiBieee SR Sanan BA

Trust Manager

< ¢ System BSE 55L server Standard

@ patyo60lvm08 MI1 00
¥ sHC SAPCryprolib
= [ 55L server Standard
{@ pstyo601vm0g MI1 00 |§§ (Self-Signed)

¥ S5L client SSL Client (Anonymc|

Own Certificate

Owner |C:N=ps tyo601lvmis.tyo.sap.corp, OU=ISAP-INTERN, QU=

¥ S5L client 55L Client (Standar
¥ WS Security Standard

¥ WS Security Other System Encry
¥ WS Security WS Security Keys

@ File

Certificate List

Cwiner

[ ]
]

=

Weri. BESE I‘ﬁ Pagsword

Certificate
Owner CN=patyo&01lvm0&.tyo.3ap.corp, OU=ISAP-INTERN, OU=5
Issuer CN=pstyo&01lvm0&.tyc.sap.corp, OU=ISAP-INTERN, OU=5
Serigl Number |20090902054034
Valid From 02.09.2009)05:40:34] to 01.01.2038]00:00:01]
Check Sum 4F:E2:Bl:GD:?3:11:40:90:DF:8D:D7:1}3:5F:95|
[EE [F¥ 244 to Certificate List |
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10. Copy and paste or import from a local file

ﬂ Note

If the response is not in PKCS#7 certificate chain format, and your Certification Authority
uses intermediate certificates, then each certificate must be combined before importing
to the server.

MITFWzCCBEOgAWIBAgIQSvEP+ainygiPnlJud+E1brjANBgkghki G9wlBAQUFADCE
YEZELMAKGAIUEBRMCVVMK FzAVEgNVEACTDL Z1cnl TaWduLCB JhaMuMT AwLgYOVQL
EvdGh3IgVeVzdCBQANIwb 3N 1lcyBPbmx SLiAgTnE gYENzdX Thbmll] oy 4% BABgNV
BAsTOVE1cml=zIG9mIHVZzZ SBhdCBodHRwezovlid3dy52ZXIpec2lnkiSijb20vY 3Bz
L3R1c3R]YShoYykwOTE MO sGRI UE AxMEVnVyaVipZ 24gVHIpYRwgT 2V dEJ1IFNL
cnZlciBDQSAtIEcyMB4XDTASMDkwMzAwMDAWMFoXDTASMD kxNzT 2N T k 10V owgbMx
CzRJBgNVBAYTAkpUMRAWDgYDVRQHFAdDaG1 Sb2RhMRwwEg Y DVOOKFENTVAGVEIL
c3QgR2 StV uaXRAMROWE Y DVQLEFACJUO FQLULOVEV ST JE6MDgERIUECRXVETY
bXMgb2YgdEN1IGF0IHAd3dy 522X Jpc2lnbisjb20vY 3BzL3R1c3R] YSAoYvIWwlIEL
CAGRIVERAxQZ cHN0eWE 2MDF 2bTA4LnRSby S Y auY 2 9vcDCBnzANEgkghkiGowiB
ROEFARCBIQAWIYKCgYERA/ulkXpismuvERpgaWneLOh2 kvt eMQgYrnt POLOxpyds __
W2 rdmSMMInckoQUY VY r2bEad0KglwiwKSEu+kcHCa zFpFDE 4qWE ZutY SEVHEN TmH
RoHnCejI/WIue/sNO0vr/edp9rl04D54hpmrOcopOr INZ Yo JkPnEVaa8x /wlial
EWERRaOCAAMWwIgHPMAKGA] UAEWQCME WwCW Y DVE O FEAQDAgWOMEMGA 1 UdHW R EMDowW
OKAZ2oDSEMh0dHAGLy9TVIUcnlhbC1HMI ] ) cowudnVyaXNpZ24uY 2 St LINWULRY
GWFSRzZIuY 3JsMEoGAIU4dIARDMEEWFWYEY I ZIAYh4RQEHFTARMCEGCCaGAQUFBWIE
FiNodHRwezovLId3dyS22Xdpc2 lnbi5ibe0vY3BzL3R1c3R] YTAGBONVHSUEFJAT
BggrBgEFEQcDAQY IKWwYBBUUHAW IWHWYDVRO JBEqWFocAUEBCcTir3WorXcBiv3toTa
EGZgbulwdAY IKwYBEQUHAQEEaDBmMCQECCaGAQUFBzABNhhodHRWD18vkb2NzocCh2
ZXJpc2lnbis]bd 0WPgY IKWYBBUHMAKGMmh0dHAG Ly 9TW1JUcmlhkC1HMi 1haWEu
dmVyaXNpZ24uY2 9t LINWU1RyaWFsRz IuY 2VyMG4AGCCaGAUFBWEMBG IWYKF e o Fww
WiBYMFYWCWltYWAdlL2dpZ jAhMBEWBWY FEW4DAhcEFEtruSiWBgy 70FI 4myms Swel
IQUYMCYWIGhOdHAGLy9sb2dvingl cml zaWdulmvb S92 c2 v Z2 8 xlmdpZ ] ANBgkg
hkiG9wiBAQUFAROCAQERALkSHEOENVInVE3xkzR1nTg3FEF78bnm/ jrEuTjE80Dc+8Y
I29ceNy]i+BMul+ac/1BcEve SFaWkEDhfkFEBCYo720B/ 4/ abBXxEqB L 9K gbHwe+
EmExgJdibabHs jQFd0oa/ sFtEO0TJiupgl i Famp0 YO tEX0mDRI ) sFvEAFE 3GorHT
lumEl1tSLGEE3IMAl tad IT+k2TWv/QUTTTa4 DEUnd+ID8¥ni 64 c+63xFpiTzIN1RFd
Euy+5CGPkaiuslyrdwzUfEEN4Q0Lup ) x8VaBUN44dI tyEhgl R mIna 2HLUYX JOFNP
Ks¥0jT7iUEyvoEQDIuROEENiwWl InuEhndvw T 0viAC210=—=

|[«][>]

K1

AT ATIT AT T TR T

| [* L1 89, Co 26 In 1 - In 32 of 89 lines

11. Press <Enter>.

12. The certificate response is imported successfully.
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4.4 Export the Server Certificate

1. Call the transaction code, STRUST.

2. Expand SSL server Standard and double click the certificate.

= =)=l
PSE Edit Goto Certificate Envirenment System Help

& | 2000 B8 LHE D000 PR B

Trust Manager

b D SEEEL P 55L. serwver Standard
SHNC SREPC. tolib
ad SRR Own Certificate
= {7 35L server Standard
{'. pstyuﬁﬂlvmﬂ&_ﬂll_ﬂ@ Owner Ch=pstyob0lvmiE.tyo.sap.corp, OU=ISAP-INTERN, OU=
¥ S5L client 55L Client |( @g (Self-Signed)
¥ S5L client S5L Cliemt (
K WS Security Standard emE e it
¥ W5 Security Other Syste
¥ WS Security WS Security EREER | |
) File || D
E
@ Veri. BSE ||[9 Password
Certificate
Owner
Issuer
Serial Number
Valid From | [ea | | |
Check Sum |
[FZ[E2 |ZF add to Ceztificate List |
[l (][]
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3. Double click the Owner in the SSL server Standard — Own Certificate section.

=g EIEE
PSE Edit Goto Certificate Enviromment System Help

& | 2B ICeEe (SHE BnLa BEI@

Trust Manager

b gi;::t:pzﬂ . SSL server Standard
toli
= 3 551 aerv:!:,psr.andard 0|m Certificate
@ patyosolvmos url og ||| | {cn=pstyosn1vmos. tyo.sap.corp, OU=ISAP-INTERN, OU=)
% 55L client sst client (||| [E2EH (Self-Signed)
¥ SSL client SSL Client |
X 15 secariny concr sveve|| I
¥ WS Security WS Security [ ‘
2 File | D
|| [2]
]
!
@ Veri. PSE ||@ Pasaword
s
- =
Certificate
Owner CN=pstyo&0lwm0i8.tyo.sap.corp, OU=ISAP-INTERN, OU=S
Issuer Clf=pstyn&01vm0&.tya.3ap. corp, OU=ISAF-INTERN, OU=5
Serial Number |20091207070832
Valid From  [07.12.2008[07:08:32|to  [01.01.2033[00:00:01
Check Sum DF:55:14:38:01:5D:07:BD:FO:FE:20:22:48:8C|
[EZ[E: |Z¥ 2dd to Certificate List |
[l KD

You will see the information of the certificate in the Certificate section.

4, Press E in the Certificate section.

= B R=ES|
PSE  Edit Goto Certificate Enviromment System Help

(V] JE @ SHE Oho0 BE @M

Trust Manager

r Ol System PSE 551 server Standard
® SNC SAPCryptolib wn Certificate
= 2] 851 sewer Standard
D pstyo60Tvm08_MI1 | | [H B (Zelf-Signed)
¥ S5L client S5L Client (A
¥ SSL client SSL Client (S Certificale List
# WS Security Standard e T |
¥ WS Security Other Syste
K WS Security WS Securit — |:|
2 File —
a [
[~]
E
@ Veri. PSE ||ﬁ Password |
Certif icate
Owner CN=pstyob0 1wnd8.tvo, sap. corp, OU=RIG, OU=SAP Japan
Issuer CH=pstyoB01vml.tyo. sap.corp, OUFRIG, OUSSAP Japan
Serial Mumber |20080803032508
Yalid From 03.09.2009 [08:25:06 to [01.01.2088 [00:00:01|
Check Sum 23:D5:58:38:4A:FB:?3:FA:U4:DB:TS:22:FE:SS‘
[F2E] [5F Add to Cert if icate List |
[ TR
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5. Enter the file path with the file name being <System ID>.cer for the certificate and press

<Enter>
Il:l:}'Expu:rt Certificate
m Directory service i Database

File path ||:'.:\te:11p\1’_'11.|:er |[ﬁ’j

File format
@ Binary
() Bas=gd

4.5 Import the Certificate to the Client

1. Openthe command prompt on your pc.

2. Go to <SAP NetWeaver Mobile client installed directory>\settings.

[] Note

For the non-laptop client, copy the truststore file located under <SAP NetWeaver Mobile
client installed directory>\settings to your pc and work on this copied file. Once it is done,
put it back to the original location.

3. Execute the following command.

<JAVA_ HOME>\bin\keytool —import —alias <certificate file name> -file <full path of certificate
file> -keystore truststore —storepass access

@ Example
System ID is MI1
Certificate file was saved as “C:\TEMP\MI1.cer

“C:\Program Files\Java\jdkl.5.0_12\bin\keytool” —import -alias
MIl.cer -file C:\TEMP\MIl.cer -keystore truststore -storepass
access

4. Enter yes for the prompt “Trust this certificate? [no]”.
5. Certificate was added to keystore message appears.

6. Restart SAP NetWeaver Mobile client.
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5. Appendix

Appendix A - Troubleshooting

Note 508307 - Trust Manager: Problems importing certificate responses
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https://service.sap.com/sap/support/notes/508307
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